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rises have a way of
Cexacerbating underlying

vulnerabilities. Once the
protective surface has been
flayed from society, its pre-
existing conditions are exposed §
and rendered more acute.

Authors in this edition warn how Covid-19
lays bare inequity, inequality and poverty; the
virus is not indiscriminate. And when ingrained
injustices reach a peak, righteous anger and
frustration inevitably spill over into discord,
presenting an opening for those who seek
to profit from inflaming societal division.

The Covid-19 crisis — which has taken so
many lives and wreaked such misery, fear
and pain - raises questions about humanity’s
ability to work together against common,
global threats. With a few notable exceptions,
the virus seems to have caught governments
on the back foot, illustrated by a failure to
understand the full cascading consequences
and potential systemic nature of a pandemic.

Perhaps the first mistake of many
was an initial inclination to treat this as a
‘health’ emergency, failing to appreciate
how interdependencies allow the virus
to rampage across all layers of a society
- from individuals and communities, to
livelihoods, businesses, economies and
supply chains - calling our very values and
global models of co-operation into question.

Another glaring omission is evident — where
is resilience? Why is the voice of emergency
management unheeded by so many at the top
levels of governance and the public alike? On
p8, Eric Russell attempts to find answers, while
on p42 Paolo Garonna explores how science
and its global institutions have been devalued
and exploited - to the extent of making them
viewed as irrelevant in some quarters.

How are we going to cope when larger, more
interconnected and destructive crises sweep
our way? The answer must not lie in retreating
into conflict and hostility. But we cannot come
out of this as we were before, and this may be a
good thing, as Marcus Coleman notes on p46.
We can transform tragedy into opportunity for
all. We can examine our global institutions,
empowering them to act with authority and
universal legitimacy, while maintaining vigilant
oversight. We can place our resilience experts
where they should be - trusted, experienced
voices, whose knowledge is valued and
respected at the very highest levels.

The alternative is to retreat into narrow,
nationalistic opportunism, privilege and self-
interest, sticking tiny plasters on the exposed,
weeping wounds of our global society.

Surely we can do better than this?

Crisis Response Journal 15:2 | June 2020 3



Transtormational tech In

Susan Morgan asks us to question the long-term implications of deploying digital

technology as a response to Covid-19. Technology could play a helpful role in this current
crisis, she says, but we need to be realistic about what it can and cannot do, nor should
we jeopardise our agency, choice and rights to privacy

n these times of pandemic, technology has
kept people connected, entertained,
educated and working from home. But
with little evidence, desperate governments
see technology as critical to getting out of
lockdown, through digital contact tracing and immunity
passports, looking for it to play a role in economic recovery.
What might the lasting impacts of far-reaching decisions
made in pandemic haste be? Will we see a shift away from
privacy, towards greater surveillance, as we saw after 9/112

A decade ago, there was real optimism about
technology’s potential to transform society and genuine
hope it could help push for democracy and open societies
in some countries. This was epitomised by people across
the Middle East using new connectivity to organise online
in the push for radical change during the Arab Spring.

A large dose of reality has hit this early optimism.
Autocratic and democratic governments learned how
to harness the Internet for their own ends, or shut
it down completely. Tech companies — viewed as
saviours during the Arab Spring — now have powerful
commercial interests and shareholders to satisfy.

With ever more people and things connecting online,
effective analysis of big data is the new currency as all
companies seek to move further into the information
economy in search of growth.

The quote: “If you're
not paying for the product
you are the product,” now
seems rather quaint as data
collection, analysis and
prediction become the norm
for products and services,
whether free or otherwise.

Those early days of tech
naiveté are well and truly
over as more people start to
understand the business models driving the tech industry.
Witness the pushback against “surveillance capitalism” as
coined by Shoshona Zuboff in her 2019 book. This has
been driven by greater awareness of the negative impacts of
this kind of data driven economy — from predictive retail
modelling working out a teenager is pregnant before she
has time to tell her parents, to the curated algorithmic
systems spreading disinformation on social media.

We would be right to be wary of repeating the mistakes
of a decade ago by being too optimistic about the ability
of technology to help lead us to a brighter place.

Digital contact tracing apps and immunity passports
have emerged as tools governments around the world

60 Resources, links, pictures, videos and much more are available for subscribers in our digital and online editions WWW CrisiS-response.com

Governments and
companies have a
poor track record in
deserving people’s trust uspicion. Palanir, which
when it comes to data

are developing or deploying to help get people back

to work until effective treatment or a vaccine become
available. There are good reasons to be sceptical about the
effectiveness of the apps. But there are also valid reasons
to question the long-term implications of deploying the
technology without effective legal safeguards to ensure
the apps are their associated systems are designed to
protect privacy. The emergence of employers as potential
enforcers for these kinds of tools is another concern.

It is tempting to view technology as a panacea that
will enable people to resume their normal lives and
for economies to recover. Well-known technology
players such as Eric Schmidt and Vittorio Colao in
the US and Italy respectively, are taking key roles that
will shape the recovery after Covid-19. And there is
potential for the crisis to be seen as an opportunity
to create the conditions where established norms
around privacy and data protection are significantly
reshaped, for example, by requiring someone to
have a phone app to use public transport.

Governments and companies have a poor track record
in deserving trust when it comes to data. The Snowden
revelations in 2013 showed that democratic governments
such as the US and UK are
willing to push the envelope
on how data is collected and
used. In several cases they
were found to have broken
the law. Some companies
emerging into the Covid-19
landscape are viewed with

has been accused of a history
of controversial contracts,
entered into a partnership
with the World Food Program (WEP) in 2019, prompting
an open letter from international civil society calling

on the WFP to reconsider the terms and scope of the
agreement to mitigate the risk of serious harm.

Technology could have a role to play in helping us
in the current crisis. But we must be realistic about
its potential, and push for systems to be designed
that will preserve our rights now and in the future.

Some of the early indicators are not promising.
Despite the complexity, a lot is already known about the
characteristics of systems that would respect existing
privacy and data protection norms, such as confining
data use to a definite purpose and automatically

Max 776 | 123rf



times of pandemic

destroying the data once the purpose is met. But the
UK Government’s stated position in May 2020 was
that it would keep the data for further research.

Health data is extremely sensitive and it would need
to be encrypted and anonymised. But anonymisation
is very hard to achieve. For example, in early March,
the Korea Centres for Disease Control and Prevention
(KCDQ) issued guidance to local and central government
in South Korea limiting the information to be made
publicly available. This followed several instances
where members of the public had been able to identify
individuals and discover their personal details.

The DP3T project in Europe, creating a decentralised
tracing solution that protects privacy, is to be welcomed,
as is collaboration between Google and Apple to create
a contact tracing infrastructure using Bluetooth that
would not store identifying data or track location. But

m join the CRJLinkedIn group f on twitter @editorialcrj

we should be cognisant of how this could further
consolidate their existing, considerable power.

The emerging consensus is that the best option is a
decentralised model for contact tracing apps. But the
UK Government has trialled the release of a centralised
version. To comply with privacy norms, the use of digital
contact tracing apps should be voluntary. But this could
make the apps ineffective because of the high take-up
(around 60 per cent) that is needed for the system to
work. This may be why, on May 1, 2020, the Indian
Government mandated the use of the Aarogya Setu
app for all public, private and military employees.

It is legitimate to explore ways technology can help us
manage and escape the crisis. However, rather than seeing
tech as a cure-all, we should look for ways to use it to our
benefit without jeopardising our agency, choice and rights
to privacy. CR
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